AdvantageBlue
PFFS

Offered by

Medi-Carehrst @

BlueCross BlueShield

NOTICE OF PRIVACY PRACTICES
For your Group Health Plan sponsored by your employer and for which LICENSEE
provides claim administration and other services

PART I - NOTICE OF PRIVACY PRACTICES (HIPAA)

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT
YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET
ACCESS TO THIS INFORMATION. PLEASE REVIEW IT
CAREFULLY.

Medi-CareFirst BlueCross BlueShield (Medi-CareFirst) is committed to protecting
the privacy of your protected health information. “Protected health information” is your
individually identifiable health information, including demographic information,
collected from you or created or received by a health care provider, a health plan, your
employer, or a health care clearinghouse that relates to: (i) your past, present, or future
physical or mental health or condition; (ii) the provision of health care to you; or (iii) the
past, present, or future payment for the provision of health care to you.

This Notice describes our privacy practices, which include how we may use, disclose,
collect, handle, and protect our members’ protected health information. We are required
by applicable federal and state laws to maintain the privacy of your protected health
information. We also are required by the HIPAA Privacy Rule (45 C.F.R. parts 160 and
164, as amended) to give you this Notice about our privacy practices, our legal duties,
and your rights concerning your protected health information.

We will inform you of these practices the first time you become a Medi-CareFirst
member. We must follow the privacy practices that are described in this Notice as long
as itis in effect. This Notice becomes effective January 1, 2008, and will remain in effect
unless we replace it.

On an ongoing basis, we will review and monitor our privacy practices to ensure the
privacy of our members’ protected health information. Due to changing circumstances, it
may become necessary to revise our privacy practices and the terms of this Notice. We
reserve the right to make the changes in our privacy practices and the new terms of our
Notice will become effective for all protected health information that we maintain,
including protected health information we created or received before we made the



changes. Before we make a material change in our privacy practices, we will change this
Notice and notify all affected members in writing in advance of the change.

You may request a copy of our Notice at any time. For more information about our
privacy practices, or for additional copies of this Notice, please contact us using the
information listed at the end of this Notice.

l. Uses and Disclosures of Protected Health Information

In order to administer your health benefit programs effectively, we will collect, use
and disclose protected health information for certain of our activities, including payment
and health care operations.

A. Uses and Disclosures of Protected Health Information for Payment and
Health Care Operations

The following is a description of how we may use and/or disclose protected health
information about you for payment and health care operations:

Payment

We may use and disclose your protected health information for all activities that are
included within the definition of “payment” as set out in 45 C.F.R. § 164.501. We have
not listed in this Notice all of the activities included within the definition of “payment,”
so please refer to 45 C.F.R. § 164.501 for a complete list.

For example:

We may use and disclose your protected health information to pay claims from
doctors, hospitals, pharmacies and others for services delivered to you that are covered by
your health plan, to determine your eligibility for benefits, to coordinate benefits, to
examine medical necessity, to obtain premiums, and/or to issue explanations of benefits
to the person who subscribes to the health plan in which you participate.

Health Care Operations

We may use and disclose your protected health information for all activities that are
included within the definition of *“health care operations” as set out in 45 C.F.R.
§ 164.501. We have not listed in this Notice all of the activities included within the
definition of “health care operations,” so please refer to 45 C.F.R. § 164.501 for a
complete list.

For example:

We may use and disclose your protected health information to rate our risk and
determine the fee/premium for your health plan, to conduct quality assessment and
improvement activities, to credential health care providers, to engage in care coordination
or case management, and/or to manage our business and the like.



B. Uses and Disclosures of Protected Health Information To Other Entities

We also may use and disclose protected health information to other covered entities,
business associates, or other individuals (as permitted by the HIPAA Privacy Rule) who
assist us in administering your program and delivering health services to our members.

(1) Business Associates.

In connection with our payment and health care operations activities, we contract
with individuals and entities (called “business associates”) to perform various functions
on our behalf or to provide certain types of services (such as member service support,
utilization management, subrogation, or pharmacy benefit management). To perform
these functions or to provide the services, business associates will receive, create,
maintain, use, or disclose protected health information, but only after we require the
business associates to agree in writing to contract terms designed to appropriately
safeguard your information.

(ii) Other Covered Entities.

In addition, we may use or disclose your protected health information to assist health
care providers in connection with their treatment or payment activities, or to assist other
covered entities in connection with certain of their health care operations. For example,
we may disclose your protected health information to a health care provider when needed
by the provider to render treatment to you, and we may disclose protected health
information to another covered entity to conduct health care operations in the areas of
quality assurance and improvement activities, or accreditation, certification, licensing or
credentialing.

I1. Other Possible Uses and Disclosures of Protected Health Information

In addition to uses and disclosures for payment, and health care operations, we may
use and/or disclose your protected health information for the following purposes.

A. To Plan Sponsors

We may disclose your protected health information to the plan sponsor of your
group health plan to permit the plan sponsor to perform plan administration functions. For
example, a plan sponsor may contact us regarding a member’s question, concern, issue
regarding claim, benefits, service, coverage, etc. ~We may also disclose summary health
information (this type of information is defined in the HIPAA Privacy Rule) about the
enrollees in your group health plan to the plan sponsor to obtain premium bids for the health
insurance coverage offered through your group health plan or to decide whether to modify,
amend or terminate your group health plan.

B. Required by Law

We may use or disclose your protected health information to the extent that federal or
state law requires the use or disclosure. For example, we must disclose your protected
health information to the U.S. Department of Health and Human Services upon request
for purposes of determining whether we are in compliance with federal privacy laws.



C. Public Health Activities

We may use or disclose your protected health information for public health activities
that are permitted or required by law. For example, we may use or disclose information
for the purpose of preventing or controlling disease, injury, or disability.

D. Health Oversight Activities

We may disclose your protected health information to a health oversight agency for
activities authorized by law, such as: audits; investigations; inspections; licensure or
disciplinary actions; or civil, administrative, or criminal proceedings or actions.
Oversight agencies seeking this information include government agencies that oversee:
(i) the health care system; (ii) government benefit programs; (iii) other government
regulatory programs; and (iv) compliance with civil rights laws.

E. Abuse or Neglect

We may disclose your protected health information to a government authority that is
authorized by law to receive reports of abuse, neglect, or domestic violence.

F. Legal Proceedings

We may disclose your protected health information: (1) in the course of any judicial
or administrative proceeding; (2) in response to an order of a court or administrative
tribunal (to the extent such disclosure is expressly authorized); and (3) in response to a
subpoena, a discovery request, or other lawful process, once we have met all
administrative requirements of the HIPAA Privacy Rule. For example, we may disclose
your protected health information in response to a subpoena for such information.

G. Law Enforcement

Under certain conditions, we also may disclose your protected health information to
law enforcement officials. For example, some of the reasons for such a disclosure may
include, but not be limited to: (1) it is required by law or some other legal process; or
(2) it is necessary to locate or identify a suspect, fugitive, material witness, or missing
person.

H. Coroners, Medical Examiners, Funeral Directors, and Organ Donation

We may disclose protected health information to a coroner or medical examiner for
purposes of identifying a deceased person, determining a cause of death, or for the
coroner or medical examiner to perform other duties authorized by law. We also may
disclose, as authorized by law, information to funeral directors so that they may carry out
their duties. Further, we may disclose protected health information to organizations that
handle organ, eye, or tissue donation and transplantation.

|I. Research

We may disclose your protected health information to researchers when an
institutional review board or privacy board has: (1) reviewed the research proposal and



established protocols to ensure the privacy of the information; and (2) approved the
research.

J. To Prevent a Serious Threat to Health or Safety

Consistent with applicable federal and state laws, we may disclose your protected
health information if we believe that the disclosure is necessary to prevent or lessen a
serious and imminent threat to the health or safety of a person or the public.

K. Military Activity and National Security, Protective Services

Under certain conditions, we may disclose your protected health information if you
are, or were, Armed Forces personnel for activities deemed necessary by appropriate
military command authorities. If you are a member of foreign military service, we may
disclose, in certain circumstances, your information to the foreign military authority. We
also may disclose your protected health information to authorized federal officials for
conducting national security and intelligence activities, and for the protection of the
President, other authorized persons, or heads of state.

L. Inmates

If you are an inmate of a correctional institution, we may disclose your protected
health information to the correctional institution or to a law enforcement official for:
(1) the institution to provide health care to you; (2) your health and safety and the health
and safety of others; or (3) the safety and security of the correctional institution.

M. Workers’ Compensation

We may disclose your protected health information to comply with workers’
compensation laws and other similar programs that provide benefits for work-related
injuries or illnesses.

N. Others Involved in Your Health Care

Unless you object, we may disclose your protected health information to a friend or
family member that you have identified as being involved in your health care. We also
may disclose your information to an entity assisting in a disaster relief effort so that your
family can be notified about your condition, status, and location. If you are not present or
able to agree to these disclosures of your protected health information, then we may,
using our professional judgment, determine whether the disclosure is in your best interest.

1. Required Disclosures of Your Protected Health Information

The following is a description of disclosures that we are required by law to make.

A. Disclosures to the Secretary of the U.S. Department of Health and Human
Services

We are required to disclose your protected health information to the Secretary of the
U.S. Department of Health and Human Services when the Secretary is investigating or
determining our compliance with the HIPAA Privacy Rule.



B. Disclosures to You

We are required to disclose to you most of your protected health information that is in
a “designated record set” (defined below) when you request access to this information.
We also are required to provide, upon your request, an accounting of many disclosures of
your protected health information that are for reasons other than payment and health care
operations.

V. Other Uses and Disclosures of Your Protected Health Information

Other uses and disclosures of your protected health information that are not described
above will be made only with your written authorization. If you provide us with such an
authorization, you may revoke the authorization in writing, and this revocation will be
effective for future uses and disclosures of protected health information. However, the
revocation will not be effective for information that we already have used or disclosed,
relying on the authorization.

V. Your Individual Rights

The following is a description of your rights with respect to your protected health
information:

A. Right to Access

You have the right to look at or get copies of your protected health information in a
designated record set. Generally, a “designated record set” contains medical and billing
records, as well as other records that are used to make decisions about your health care
benefits. However, you may not inspect or copy psychotherapy notes or certain other
information that may be contained in a designated record set.

You may request that we provide copies in a format other than photocopies. We will
use the format you request unless we cannot practicably do so. You must make a request
in writing to obtain access to your protected health information.

To inspect and/or copy your protected health information, you may obtain a form to
request access by using the contact information listed at the end of this Notice. You may
also request access by sending us a letter to the address at the end of this Notice. The
first request within a 12-month period will be free. If you request access to your
designated record set more than once in a 12-month period, we may charge you a
reasonable, cost-based fee for responding to these additional requests. If you request an
alternative format, we will charge a cost-based fee for providing your protected health
information in that format. If you prefer, we will prepare a summary or an explanation of
your protected health information for a fee. Contact us using the information listed at the
end of this Notice for a full explanation of our fee structure.

We may deny your request to inspect and copy your protected health information
in certain limited circumstances. If you are denied access to your information, you may
request that the denial be reviewed. A licensed health care professional chosen by us will
review your request and the denial. The person performing this review will not be the
same one who denied your initial request. Under certain conditions, our denial will not



be reviewable. If this event occurs, we will inform you in our denial that the decision is
not reviewable.

B. Right to an Accounting

You have a right to an accounting of certain disclosures of your protected health
information that are for reasons other than treatment, payment or health care operations.
You should know that most disclosures of protected health information will be for
purposes of payment or health care operations.

An accounting will include the date(s) of the disclosure, to whom we made the
disclosure, a brief description of the information disclosed, and the purpose for the
disclosure.

You may request an accounting by contacting us at the Customer Service phone
number on the back of your identification card, or submitting your request in writing to
Medi-CareFirst, c/o Privacy Department, 1800 Center Street, Camp Hill PA 17089. Your
request may be for disclosures made up to 6 years before the date of your request, but in
no event, for disclosures made before April 14, 2003.

The first list you request within a 12-month period will be free. If you request this list
more than once in a 12-month period, we may charge you a reasonable, cost-based fee for
responding to these additional requests. Contact us using the information listed at the end
of this Notice for a full explanation of our fee structure.

C. Right to Request a Restriction

You have the right to request a restriction on the protected health information we use
or disclose about you for treatment, payment or health care operations. We are not
required to agree to these additional restrictions, but if we do, we will abide by our
agreement unless the information is needed to provide emergency treatment to you. Any
agreement we may make to a request for additional restrictions must be in writing signed
by a person authorized to make such an agreement on our behalf. We will not be bound
unless our agreement is so memorialized in writing.

You may request a restriction by contacting us at the Customer Service phone number
on the back of your identification card, or writing to: Medi-CareFirst, c/o Privacy
Department, 1800 Center Street, Camp Hill, PA 17089. In your request tell us: (1) the
information whose disclosure you want to limit; and (2) how you want to limit our use
and/or disclosure of the information.

D. Right to Request Confidential Communications

If you believe that a disclosure of all or part of your protected health information may
endanger you, you have the right to request that we communicate with you in confidence
about your protected health information by alternative means or to an alternative location.
For example, you may ask that we contact you only at your work address or via your
work e-mail

You must make your request in writing, and you must state that the information could
endanger you if it is not communicated in confidence by the alternative means or to the



alternative location you want. We must accommodate your request if it is reasonable,
specifies the alternative means or location, and continues to permit us to collect
fees/premiums and pay claims under your health plan, including issuance of explanations
of benefits to the subscriber of the health plan in which you participate.

E. Right to Request Amendment

If you believe that your protected health information is incorrect or incomplete, you
have the right to request that we amend your protected health information. Your request
must be in writing, and it must explain why the information should be amended.

We may deny your request if we did not create the information you want amended or
for certain other reasons. If we deny your request, we will provide you a written
explanation. You may respond with a statement of disagreement to be appended to the
information you wanted amended. If we accept your request to amend the information,
we will make reasonable efforts to inform others, including people you name, of the
amendment and to include the changes in any future disclosures of that information.

F. Right to a Paper Copy of this Notice

If you receive this Notice on our Web site or by electronic mail (e-mail), you are
entitled to receive this Notice in written form. Please contact us using the information
listed at the end of this Notice to obtain this Notice in written form.

VI.  Questions and Complaints

If you want more information about our privacy policies or practices or have
questions or concerns, please contact us using the information listed below.

If you are concerned that we may have violated your privacy rights, or you disagree
with a decision we made about access to your protected health information or in response
to a request you made to amend or restrict the use or disclosure of your protected health
information or to have us communicate with you in confidence by alternative means or at
an alternative location, you may complain to us using the contact information listed
below.

You also may submit a written complaint to the U.S. Department of Health and
Human Services. We will provide you with the address to file your complaint with the
U.S. Department of Health and Human Services upon request.

We support your right to protect the privacy of your protected health information.
We will not retaliate in any way if you choose to file a complaint with us or with the U.S.
Department of Health and Human Services.

Contact Office:

Privacy Department

Telephone: 1-866-871-7712

Address: 1800 Center Street
Camp Hill, PA 17089



PART Il - NOTICE OF PRIVACY POLICIES AND PRACTICES
GRAMM-LEACH-BLILEY ACT

Medi-CareFirst BlueCross BlueShield (Medi-CareFirst) is committed to protecting its
members' privacy. This notice describes our policies and practices for collecting,
handling and protecting personal information about our members. We will inform each
group of these policies the first time the group becomes a Medi-CareFirst customer and
will annually reaffirm our privacy policy for as long as the group remains a Medi-
CareFirst customer. We will continually review our privacy policy and monitor our
business practices to help ensure the security of our members' personal information. Due
to changing circumstances, it may become necessary to revise our privacy policy in the
future. Should such a change be required, we will notify all affected customers in writing
in advance of the change.

In order to administer our health benefit programs effectively, we must collect, use and
disclose nonpublic personal financial information. Nonpublic personal financial
information is information that identifies an individual member of a Medi-CareFirst
health plan. It may include the member's name, address, telephone number and Social
Security number or it may relate to the member*s participation in the plan, the provision
of health care services or the payment for health care services. Nonpublic personal
financial information does not include publicly available information or statistical
information that does not identify individual persons.

Information we collect and maintain: We collect nonpublic personal financial
information about our members from the following sources:

e We receive information from the members themselves, either directly or through
their employers or group administrators. This information includes personal data
provided on applications, surveys or other forms, such as name, address, Social
Security number, date of birth, marital status, dependent information and
employment information. It may also include information submitted to us in
writing, in person, by telephone or electronically in connection with inquiries or
complaints.

e We collect and create information about our members' transactions with Medi-
CareFirst, our affiliates, our agents and health care providers. Examples are:
information provided on health care claims (including the name of the health care
provider, a diagnosis code and the services provided), explanations of benefits
(including the reasons for claim decision, the amount charged by the provider and
the amount we paid), payment history, utilization review, appeals and grievances.

Information we may disclose and the purpose: We do not sell any personal
information about our members or former members for marketing purposes. We use and
disclose the personal information we collect (as described above) only as necessary to
deliver health care products and services to our members or to comply with legal
requirements. Some examples are:




e We use personal information internally to manage enrollment, process claims,
monitor the quality of the health services provided to our members, prevent fraud,
audit our own performance or to respond to members' requests for information,
products or services.

e We share personal information with our affiliated companies, health care
providers, agents, other insurers, peer review organizations, auditors, attorneys or
consultants who assist us in administering our programs and delivering health
services to our members. Our contracts with all such service providers require
them to protect the confidentiality of our members’ personal information.

e We may share personal information with other insurers that cooperate with us to
jointly market or administer health insurance products or services. All contracts
with other insurers for this purpose require them to protect the confidentiality of
our members’ personal information.

e We may disclose information under order of a court of law in connection with a
legal proceeding.

e We may disclose information to government agencies or accrediting organizations
that monitor our compliance with applicable laws and standards.

e We may disclose information under a subpoena or summons to government
agencies that investigate fraud or other violations of law.

How we protect information: We restrict access to our members' nonpublic personal
information to those employees, agents, consultants and health care providers who need
to know that information to provide health products or services. We maintain physical,
electronic, and procedural safeguards that comply with state and federal regulations to
guard nonpublic personal financial information from unauthorized access, use and
disclosure.

For questions about this Privacy Notice, please contact:
Privacy Department

1800 Center Street

Camp Hill, PA 17089

Telephone: 1-866-871-7712 (toll free) Fax: 1-717-302-3601

Medi-CareFirst BlueCross BlueShield is the business name of Group Hospitalization and Medical Services, Inc. and
First Care, Inc., and each is an independent licensee of the Blue Cross and Blue Shield Association.
® Registered trademark of the Blue Cross and Blue Shield Association.

®' Registered trademark of CareFirst of Maryland, Inc.
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